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ARRL: Security Breach Update PA QSO Party Contest

Editor's Note: The following statement regarding the May 2024 ARRL Security The 68th annual PA QSO Contest is set

Breach was released to memebrs on August 21, 2024. to take place on October 12th and 13th 2024 -
Sometime in early May 2024, ARRL’s systems network was as always on the 2nd full weekend of

compromised by threat actors (TAs) using information they had purchased on October.

the dark web. The TAs accessed headquarters on-site systems and most cloud- The PA QSO Party is a contest where

based systems. They used a wide variety of payloads affecting everything from individual operators try to work as many

desktops and laptops to Windows-based and stations as possible within Pennsylvania with

an emphasis placed on working all counties

target configurations, the TAs seemed to have a AHRL within the state. The PA QSO Party is a fun

payload that would host and execute encryption \\RR=34)) Tre national association for  Way to jump into the HF bands. Newer hams
AMATEUR RADIO can get their feet wet while more experienced

Linux-based servers. Despite the wide variety of

or deletion of network-based IT assets, as well
as launch demands for a ransom payment, for hams may take a more competitive approach
every system. to the contest. If you haven't participated in
This serious incident was an act of organized crime. The highly an HF contest, the PA QSO Party is a great
coordinated and executed attack took place during the early morning hours of
May 15. That morning, as staff arrived, it was immediately apparent that ARRL
had become the victim of an extensive and sophisticated ransomware attack.
The FBI categorized the attack as “unique” as they had not seen this level of
sophistication among the many other attacks, they have experience with. Within
3 hours a crisis management team had L:L: constructed of ARRL management,

an outside vendor with extensive resources and experience in the ransomware

recovery space, attorneys experienced with managing the legal aspects of the

attack starting point.
including interfacing with the authorities, and our insurance carrier. The More information and the complete
authorities were contacted immediately as was the ARRL President. contest rules are available on the

The ransom demands by the TAs, in exchange for access to their organization’s web site at www.paqgso.org web

decryption tools, were exorbitant. It was clear they didn’t know, and didn’t care, sjte.

CLEARFILED COUNTY AMATEUR RADIO CLUB
www.clearfieldcountyarc.net
CCARC Officers CCARC Board of Directors

President: Charles Sheaffer KM4NSC Director: Lars Kvant KB3WBT (Exp. 12/31/2024)
Vice President: Rich Brnik KB3QKR Director: Scott Rummings W3EOD (Exp. 12/31/2025)
Secretary: John Szwarc N3SPW Director: Harvey Haag N3RTK (Exp. 12/31/2026)
Treasurer: Mike Errigo WB3EQW




CCARC Newsletter - August - September 2024 - Page 2
Continued from Page 1: ARRL Secuity Breach

that they had attacked a small 501(c)(3) organization with limited resources. L\WXL52 Clearfield
Their ransom demands were dramatically weakened by the fact that they did not |15 550 MHz

have access to any compromising data. It was also clear that they believed ARRL LWXM59 State College
had extensive insurance coverage that would cover a multi-million-dollar ransom | 162 475 MHz
payment. After days of tense negotiation and brinkmanship, ARRL agreed to pay a | k7742 Reyondlsville

$1 million ransom. That payment, along with the cost of restoration, has been 162.500 MHz

largely covered by our insurance policy. From the start of the incident, the ARRL All Hazard
board met weekly using a continuing special board meeting for full progress

reports and to offer assistance. In the first few meetings there were significant xa"tpef; Tascli?

details to cover, and the board was thoughtfully engaged, asked important
questions, and was fully supportive of the team at HQ to keep the restoration Clearfield County SAME Code
efforts moving. Member updates were posted to a single page on the website and | _ 942033

were posted across the internet in many forums and groups. ARRL worked closely
with professionals deeply experienced in ransomware matters on every post. It is important to understand that the TAs

had ARRL under a magnifying glass while we were negotiating. Based on the expert advice we were being given, we
could not publicly communicate anything informative, useful, or potentially antagonistic to the Tas during this time
frame.

Today, most systems have been restored or are waiting for interfaces to come back online to interconnect
them. While we have been in restoration mode, we have also been working to simplify the infrastructure to the extent
possible. We anticipate that it may take another month or two to complete restoration under the new infrastructure
guidelines and new standards.

Most ARRL member benefits remained operational during the attack. One that wasn’t was Logbook of The
World (LoTW), which is one of our most popular member benefits. LoTW data was not impacted by the attack and once
the environment was ready to again permit public access to ARRL network-based servers, we returned LoTW into
service. The fact that LoTW took less than 4 days to get through a backlog that at times exceeded over 60,000 logs
was outstanding.

The board at the ARRL Second Board Meeting in July voted to approve a new committee, the Information
Technology Advisory Committee. This will be comprised of ARRL staff, board members with demonstrated experience in
IT, and additional members from the IT industry who are currently employed as subject matter experts in a few areas.
They will help analyze and advise on future steps to take with ARRL IT within the financial means available to the
organization.

We thank you for your patience as we navigated our way through this. The emails of moral support and offers
of IT expertise were well received by the team. Although we are not entirely out of the woods yet and are still working
to restore minor servers that serve internal needs (such as various email services like bulk mail and some internal
reflectors), we are happy with the progress that has been made and for the incredible dedication of staff and
consultants who continue to work together to bring this incident to a successful conclusion. - ARRL

Local EmComm Groups and Where to Find Them
Clearfield County EmComm Simplex Frequency: 146.55 MHz

Clearfield County ACS/RACES Treasure Lake EmComm Team Centre Co ARES/ACS/RACES
W3CPA - Clearfield K3JRW - Treasure Lake W3GA - Rattlesnake Mtn
147.255+, PL 173.8 Hz 442.525+, PL173.8 Hz 146.760-, PL 146.2 Hz

PARA EmComm Team Jefferson Co ARES/ACS/RACES Blair Co ARES/ACS/RACES
W3PHB - Philipsburg KB3FPN - Reynoldsville W3QW - Altoona
146.430+1MHz, PL 173.8Hz 146.865-, PL 173.8 Hz 146.820-, PL123.0 Hz

www.clearfieldcountyarc.net
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CCARC Membership Roster

Call First Last
K3CWP Carmine Prestia
K3DML Dana Leet
K3HOC Allen Hocker
K3SKS Steve Smith
K5TEL Tim Leet
N3RB]J Rich Brnik
B3WBT Lars Kvant
KC3KHV Dave Marinowski
KC3MRI Bill Ogden
KC3TNV Terry Round
KC3ZAL Ed Kumm
KE3M Ken Keefer
KM4NSC Chuck Shaffer
N31YZ Rick Hummel
N3PUL Tim Lumadue
N3RTK Harvey Hagg
N3SPW John Szwarc
N3ZFX Janet Hagg
W3EOD Scott Rummings
W3GAF Greg Fenn
WB3EQW Mike Errigo
KC3ZEI Doug Wallace

UPCOMING
City County CALENDAR OF
State College Centre EVE NTS
Clearfield Clearfield
Wood'land CIearﬁeId *CCARC Monthly Meeting.
DUBO'.S CIearf!eId Thursday September 26th (4th
Clearfield CIearf'!eId Thursday of Month), 7 PM at
Grassflat CIearf!eId Clearfield County EMA Building,
Clearfield — Clearfield 911 Leonard St., Clearfield.
La Jose Clearfield
Clearfield CIearﬁeId *VE Testing Session. Friday
OIantz? CIearf!eId September 13, 2024, 7 PM at
Clearfield  Clearfield Clearfield County EMA Building,
Macur?g|e Leh|gh 911 Leonard St., Clearfield.
Clearf!eld Clearf!eld Advance reservations
CIearf!eId CIearf!eId recommended but not required.
Clearf!eld Clearf!eld Please contact Mary N3UDN at
Clearfield Clearfield jims@windstream.net.
West Decatur Clearfield
Clearfield Clearfield Roster Change: On August 6th
Brisbin Clearfield 2024 Greg Love, an Associate
Brockway Jefferson Member, submitted his resignation
Clearfield Clearfield of CCARC membership via e-mail

Curwensville Clearfield

citing personal reasons.

Estate Sale of K3DGR/SK

1 Icom HF - 50 Mhz Transceiver IC 7300

2 ICOM External Speaker SP-38

3 Ham Gadgets Master Keyer MK-1

4 Ameritron Amplifier AL-811

5 Yaesu Linear Power Supply FP-1030A

6 Samlex Switching Power Supply SEC-1235 13.8v, 30amps
7 MF] Electronic Keyer MFJ-447

8 MFJ VERSA Tuner Il MFJ-962D
9 MFJ 1500W Dry Dummy Load MF) 264
10 KENT Preston England PR46BY CW key
11 Begali HST single lever Code Key

12 Keyboard FC ACK-595U

13 SAMSUNG Chrome OS Laptop

14 SAMLEX 12-volt 23 amp, Switching Power Supply SEC 1223

15 YAESU HF-50 Mhz Transceiver FTDX 10
16 ICOM Mobile Speaker IC-SPS  4ohm, 5W

17 LDG AT-600 Pro Il Auto tuner

18 SANGEAN ATS-909X FM-SW-MW-LW receiver, General Coverage
19 LDG AT-100 Pro Il Auto tuner

20 Skillman CW Bug BK-100 (with dust cover)

21 Balun Designs 4:1 Current Balun 3Kw model 4113t 1.5 to 54 MHz
22 Baofeng dual band transceiver UV-82

23 K1EL Systems Black Keyer routing Box

24 Butternut Vertical Antenna HF9V

25Yaesu MLS - 100 External Speaker

26 Kent Preston England single lever

27 Kent Preston England Straight Key KIT-1

28 Vibroplex  Older Model
29 Vibroplex Knoxville TN

30 IAMBIC Key Brass UR5CDX Solid Brass CT 599
31 Begali Stradivarius IAMBIC Dual Paddle
32 CWMORES.US IAMBIC Dual Paddle

33 LLAVES Telegraficas Artesanas All brass straight key

Contact Information: Scott Lukens

Email:

SLCRLUKENS@gmail.com -- Phone: 814-342-0182

www.clearfieldcountyarc.net
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CCARC Meeting Minutes
July 25, 2024, 7 PM

Members in attendance:

John N3SPW

Rich N3RB]

Doug Wallace

Ed KC3ZAL

Terry KC3TNV

Mike WB3EQW

Members who gave advance notice that
they could not attend:

None

Meeting called to order by Vice President
Rich N3RBJ at 7:15PM.

Finances:

Report by Mike WB3EQW. Donations
received today from Rich N3RBJ $20, John
N3SPW $10, Doug $15. With tonight’s
donations new bank balance should be
$954.

Mike reports we are being charged $3
monthly by the bank for service charge.
Mike is going to work with the bank to see
if we can get that charge eliminated.
Outstanding bills: We have an
outstanding debt from Repeater Builder
Inc for the purchase of duplexers for the
new DMR repeater. Costis $500. Mike
prepared a check and provided it to john
N3SPW to deliver to Repeater Builder with
the understanding a proper invoice would
be provided. After this expense the new
bank balance should be $454.
Membership:

John N3SPW reports no changes in roster.
Latest roster is being published in the
CCARC newsletter.

VE Testing:

The next VE testing session is set for
Friday September 13th at 7 PM. Location
will be the usual Clearfield County EMA
Center conference room.

American Red Cross:

Scott W3EOD was not present for the
meeting. Item tabled to next meeting
when Scott can report back.

Repeaters:

147.255 W3CPA. John N3SPW reports it is
working as intended without issues.
462.650 WRDV964 GMRS. Nobody
present at the meeting was aware of any
issues with this repeater.

444.625 W3CPA DMR. Repeater
equipment is on the workbench at
Repeater Builder Inc. with Scott N3XCC as
Technician. He is awaiting the arrival of a
transistor to repair the RF final amplifier.
Once the RF deck is operational we will
need to bring it back to Clearfield and do
a “burn in” before locating it at a more
remote tower site. Scott W3EOD is
working with Scott N3XCC on completing
this phase of the project.

Club Net:

John N3SPW suggested that our club is
missing out my not having a weekly
communications net where club
information is shared with members and
members have an opportunity to catch
up with one another. After some
discussion it was decided that a better
time to launch a new net might be in the
fall. John N3SPW is tasked to locate
previously used net scripts and/or create
a new one for the next meeting.
Adjournment:

With no further business the meeting was
adjourned by President Chuck KM4NSC.

CCARC Meeting Minutes
August 22 2024, 7 PM
Members in attendance:

Scott W3EOD

Chuck KM4NSC

Doug KC3ZEI

Members who gave advance notice they
could not attend:

John N3SPW

Terry KC3TNV

A quorum was not present. No business

was conducted.

CCARC Repeaters

W3CPA 147.255+, PL 173.8 Hz
Rockton Mountain

This is CCARC's primary repeater

and is sponsored by the Clearfield
County Emergency Management

Agency.

W3CPA 444.625+ DMR
Rockton Mountain (OFF AIR)
CCARC is in the process of building
out this repeater. Details will be
available soon regarding the
anticipated time line to on-air.

WRDV964 462.650+, PL 141.3
Hz

GMRS service repeater is co-
located at the top of Rockton
Mountain with the W3CPA 147.255
repeater. In fact the repeater
controller is shared between both
repeaters, but on separate “ports”.

www.clearfieldcountyarc.net



